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Data Protection Policy 

1. Policy Introduction  

Digital Commonwealth College takes its responsibilities with regard to the management of 
the requirements of the General Data Protection Regulation (GDPR) very seriously. This 
policy sets out how the College manages those responsibilities. 

Digital Commonwealth College obtains, uses, stores and processes personal data relating to 
staff and students (applicants), current staff and students, former students, current and 
former workers, contractors, website users and contacts, collectively referred to in this 
policy as data subjects. When processing personal data, the College is obliged to fulfil 
individuals’ reasonable expectations of privacy by complying with GDPR and other relevant 
data protection legislation (data protection law). 

This policy therefore seeks to ensure that we:  

1. are clear about how personal data must be processed and the College’s expectations 
for all those who process personal data on its behalf; 
 

2. comply with the data protection law and with good practice; 
 

3. protect the College’s reputation by ensuring the personal data entrusted to us is 
processed in accordance with data subjects’ rights 

 
4. protect the College from risks of personal data breaches and other breaches of data 

protection law. 

 

2. Purpose of the policy  

The purpose of the Data Protection policy is to ensure all personal data we process 
regardless of the location where that personal data is stored (e.g., on an employee’s own 
device) and regardless of the data subject, complies with GDPR and other data protection 
legislation. 

All staff and others processing personal data on the College’s behalf must read it. A failure 
to comply with this policy may result in disciplinary action. 

All Heads of Digital Commonwealth Limited are responsible for ensuring that all College staff 
within their area of responsibility comply with this policy and should implement appropriate 
practices, processes, controls, and training to ensure that compliance. 
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3. Definitions  

Consent: an agreement which must be freely given, specific, informed and indication of the 
data subject’s wishes by which they, by a statement or by a clear positive action, signify 
agreement to the processing of personal data relating to them. 

Data Controller: the person or organisation that determines when, why and how to process 
personal data.  Responsible for establishing practices and policies in accordance with the 
GDPR. The College is the Data Controller of all personal data relating to it and used during 
the delivery of education and training, conducting research and all other purposes 
connected with it including business purposes.  

Data Subject: a living, identified or identifiable individual about whom we hold personal 
data. 

Data Protection Officer (DPO): the person appointed as such under the GDPR and in 
accordance with its requirements. A DPO is responsible for advising the College (including its 
employees) on their obligations under Data Protection Law, for monitoring compliance with 
data protection law, as well as with the College’s polices and providing advice. 

Personal Data: any information identifying a data subject or information relating to a data 
subject that we can identify (directly or indirectly) from that data alone or in combination 
with other identifiers we possess or can reasonably access. Personal data can be factual (for 
example, a name, email address, location, or date of birth) or an opinion about that person’s 
actions or behaviour.  

Personal Data Breach: any breach of security resulting in the accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure of, or unauthorised access to, personal 
data, where that breach results in a risk to the data subject.  

Processing or Process: any activity that involves the use of personal data. It includes 
obtaining, recording, or holding the data, or carrying out any operation or set of operations 
on the data including organising, amending, retrieving, using, disclosing, erasing, or 
destroying it. Processing also includes transmitting or transferring Personal Data to third 
parties. In brief, it is anything that can be done to personal data from its creation to its 
destruction, including both creation and destruction. 
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4. Roles and Responsibilities    

1. College responsibilities:  

As the Data Controller, the College is responsible for establishing policies and procedures in 
order to comply with data protection law. 

2. The Data Protection Officer responsibilities: 

a) advising the College and its staff of its obligations under GDPR; 
 
b) monitoring compliance with this Regulation and other relevant data protection law, the 
College’s policies with respect to this and monitoring training and audit activities relating to 
GDPR compliance; 
 
c) providing advice where requested on data protection impact assessments; 
 
d) having awareness of the risk associated with processing operations, taking into account 
the nature, scope, context, and purposes of processing. 

 

3. Staff Responsibilities: 

Staff members who process personal data about students, staff, applicants, or any other 
individual must comply with the requirements of this policy. Staff members must ensure 
that: 
 
a) all personal data is kept securely; 
 
b) no personal data is disclosed either verbally or in writing, accidentally or otherwise, to 
any unauthorised third party; 
 
c) personal data is kept in accordance with the College’s retention schedule; 
 
d) any queries regarding data protection, including subject access requests and complaints, 
are promptly directed to the Data Protection Officer; 
 
e) any data protection breaches are swiftly brought to the attention of the Data Protection 
Officer, and they support the in resolving breaches; 
 
f) where there is uncertainty around a data protection matter advice is sought from the 
Data Protection Officer. 
 



 

  

 

 

Where members of staff are responsible for supervising students doing work, which involves 
the processing of personal information (for example in research projects), they must ensure 
that those students are aware of the Data Protection principles. 

Staff who are unsure about who are the authorised third parties to whom they can 
legitimately disclose personal data should seek advice from the Data Protection Officer. 

 

4. Student Responsibilities:  

 
a) familiarising themselves with the Privacy Notice provided when they register with the 
College; 
 
b) ensuring that their personal data provided to the College is accurate and up to date. 

 

Record Keeping 

The GDPR requires us to keep full and accurate records of all our data processing activities. 
You must keep and maintain accurate corporate records reflecting our processes, including 
records of data subjects’ Consents and procedures for obtaining Consents, where Consent is 
the legal basis of processing. 

These records should include, at a minimum, the name and contact details of the College as 
Data Controller and the Data Protection Officer, clear descriptions of the personal data 
types, data subject types, processing activities, processing purposes, personal data storage 
locations, personal data transfers, the personal data’s retention period and a description of 
the security measures in place. 

Records of personal data breaches must also be kept, setting out: 

1. the facts surrounding the breach; 
2. its effects; and 
3. the remedial action taken. 
 

 

Training and Audit 

We are required to ensure that all College staff undergo adequate training to enable them 
to comply with data protection law. We also regularly test our systems and processes to 
assess compliance. 
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5. Details and Guidelines 

Personal Data Protection Principles 

When you process personal data, you should be guided by the following principles, which 
are set out in the GDPR. The College is responsible for, and must be able to demonstrate 
compliance with, the data protection principles listed below, those principles require 
personal data to be: 

1. Processed lawfully, fairly and in a transparent manner (Lawfulness, fairness, and 
transparency).  
 

2. Collected only for specified, explicit and legitimate purposes and not further processed in 
a manner incompatible with those purposes (Purpose limitation).  
 

3. Adequate, relevant, and limited to what is necessary in relation to the purposes for which 
it is Processed (Data minimisation).  
 
4. Accurate and where necessary kept up to date (Accuracy). 
 

5. Not kept in a form which permits identification of data subjects for longer than is 
necessary for the purposes for which the personal data is processed (Storage limitation).  
 
6. Processed in a manner that ensures its security, using appropriate technical and 
organisational measures to protect against unauthorised or unlawful processing and against 
accidental loss, destruction, or damage (Security, integrity, and confidentiality).  

 

Data Subjects’ Rights 

Data subjects have rights in relation to the way we handle their personal data. These include 

the following rights: 

1. Where the legal basis of our processing is Consent, to withdraw that Consent at any 
time; 

 
2. to ask for access to the personal data that we hold; 
 
3. to prevent our use of the personal data for direct marketing purposes; 
 
4. to object to our processing of personal data in limited circumstances; 
 

5. to ask us to erase personal data without delay: 



 

  

 

 

 
a. if it is no longer necessary in relation to the purposes for which it was collected 

or otherwise processed; 
 

b. if the only legal basis of processing is Consent and that Consent has been 
withdrawn and there is no other legal basis on which we can process that 
personal data; 
 

c. if the data subject objects to our processing where the legal basis is the pursuit 
of a legitimate interest, or the public interest and we can show no overriding 
legitimate grounds or interest; 
 

d. if the data subject has objected to our processing for direct marketing purposes; 
 

e. if the processing is unlawful. 
 
6. to ask us to rectify inaccurate data or to complete incomplete data; 
 
7. to restrict processing in specific circumstances e.g., where there is a complaint about 
accuracy; 
 
8. to ask us for a copy of the safeguards under which personal data is transferred outside of 
the EU; 
 
9. the right not to be subject to decisions based solely on automated processing, including 
profiling, except where necessary for entering into, or performing, a contract, with the 
College; it is based on the data subject’s explicit consent and is subject to safeguards; or is 
authorised by law and is also subject to safeguards; 
 
10. to prevent processing that is likely to cause damage or distress to the data subject or 
anyone else; 
 
11. to be notified of a personal data breach which is likely to result in high risk to their rights 
and freedoms; 
 
12. to make a complaint to the Data Protection Officer; 
 
13. in limited circumstances, receive or ask for their personal data to be transferred to a 
third party (e.g., another college to which a student is transferring) in a structured, 
commonly used, and machine-readable format. 
 
You must verify the identity of an individual requesting data under any of the rights listed. 

Accountability 



 

  

 

 

The College will implement appropriate technical and organisational measures in an 
effective manner to ensure compliance with data protection principles. The College is 
responsible for, and must be able to demonstrate compliance with, the data protection 
principles. 

We therefore apply adequate resources and controls to ensure and to document GDPR 
compliance including: 

1. appointing a suitably qualified Data Protection Officer (DPO); 
 
2. implementing Privacy by Design when processing personal data and completing a Data 
Protection Impact Assessment (DPIA) where processing presents a high risk to the privacy of 
data subjects; 
 

3. integrating data protection into our policies and procedures, in the way personal data is 
handled by us and by producing required documentation such as Privacy Notices, Records of 
Processing and records of Personal Data Breaches; 
 

4. training staff on compliance with Data Protection Law and keeping a record accordingly; 
and 
 

6. regularly testing the privacy measures implemented and conducting periodic 
reviews and audits to assess compliance, including using results of testing to 
demonstrate compliance improvement effort. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Responsibilities 



 

  

 

 

Digital Commonwealth College will function in such a way that it does not discriminate 
directly or indirectly in the admission, progress and assessment of students; the 
appointment, development and promotion of staff; the treatment of any individual on 
grounds of: gender, race, disability, colour, age, nationality, ethnic or national origins, family 
or other care responsibility, socio-economic background, trade union activity, political or 
religious or other belief, gender reassignment, pregnancy and maternity, sexual orientation 
and marriage and civil partnership.  

The College will create a working environment free of bullying, harassment, victimisation, 
and unlawful discrimination, promoting dignity and respect for all, and where individual 
differences and the contributions of all staff are recognised and valued.   

All staff should understand they, as well as their employer, can be held liable for acts of 
bullying, harassment, victimisation, and unlawful discrimination, in the course of their 
employment, against fellow employees, customers and the public.  

The College will make opportunities for training, development, and progress available to all 
staff, who will be helped and encouraged to develop their full potential, so their talents and 
resources can be fully utilised to maximise the efficiency of the organisation.  

Digital Commonwealth College opposes practices which, directly promote sexism, racism, 
and heterosexist or which neglect and are prejudicial to people with disabilities, or from 
disadvantaged socio-economic backgrounds.   

The policy affects all the work that Digital Commonwealth College does, and it cannot be 
modified or altered by or for any part of the organisation.    

 

 

 


